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Abstract

This paper endeavors to present a scheme to detect and
estimate bottleneck bandwidth along the path in the Inter-
net. We have participated in the RIPE NCC’s TTM project
to perform one-way delay (OWD) and loss measurement
from a host in our laboratory to other hosts in Europe
and USA. TTM is an active measurement system, which
has implemented the IPPM one-way delay (RFC2679) and
one-way loss metrics (RFC2680). From measured delay,
loss, and traceroute’s data, we can know the path proper-
ties such as bandwidth, path rerouting, congestion between
each host, and so on. Based on measured delay, we propose
an algorithm, called Estimating Bottleneck Bandwidth us-
ing Packet-pair (EBBP), to estimate bottleneck bandwidth.
Our algorithm is based on Bolot’s equation, but we use
OWD instead of round trip delay. Every participated host
uses GPS receiver to avoid the problem of clock difference.
We make phase plot graph from measured delay, extract
useful samples, quantize extracted samples, and find inter-
cept of phase plot graph by EBBP. Finally, we can estimate
bottleneck bandwidth along the path.

1. Introduction

Network traffic measurement has been considered as a
necessary activity since the early days of networking. Accu-
rate measurement of network characteristics is important to
a variety of network applications. Unfortunately, accurate
measurement and estimation are difficult because of hetero-
geneity of today’s Internet.

There are many useful network characteristics such as
delay, loss, bandwidth and so on. Understanding these char-
acteristics is important for the proper design of network al-

gorithms such as routing and flow control algorithms, con-
gestion detection algorithms [18], for the dimensioning of
buffers and link capacity, for choosing parameters in sim-
ulation and analytic studies, and for proving and improv-
ing network topology generators [17]. It is also essential
for designing the emerging audio and video applications.
For example, the shape of the delay distribution or IP-delay
variation (IPDV or jitter) is crucial for the proper sizing of
playback buffers [6]. End-to-end delay or one-way delay
(OWD) as well as loss of packets affects the performance of
applications over the Internet.

Bandwidth can be divided into two different types: bot-
tleneck bandwidth and available bandwidth. The bottleneck
bandwidth of a route is the ideal bandwidth of the lowest
bandwidth link (the bottleneck link or the narrowest link)
on the route between two hosts. In most networks, as long
as the route between two hosts remains the same, the bot-
tleneck bandwidth remains the same. It is not affected by
other traffics. In contrast, the available bandwidth of a route
is the maximum bandwidth at which a host can transmit at a
given point in time along that route — that is, the portion of
bottleneck bandwidth that is not used by competing traffic.
Available bandwidth is limited by other traffics along that
route [13].

We can divide measurement techniques into two main
methods: the passive and the active. Passive method uses
existing traffic in the network, on the other hand, active
method sends probe packets to the network for measure-
ment. Methods for discovering network characteristics us-
ing measurements taken at endpoints are increasingly valu-
able as applications and services seek to adapt to network
properties. There are many previous works on estimation
of network properties, which have focused on estimating
bottleneck bandwidth [6], [5], [8], [13], [16], [7], [10],
estimating available bandwidth [7], [12], and estimating



per-link bandwidth, latency, and loss [14], [11], [15], [9].
We perform active measurement to measure one-way de-
lay and one-way loss according to the IPPM one-way delay
(RFC2679) and one-way loss (RFC2680) metrics. From
measured delay, loss, and traceroute’s data, we can know
path properties such as bandwidth, path rerouting, conges-
tion between each host, and so on. Based on measured
delay, we propose an algorithm, called Estimating Bottle-
neck Bandwidth using Packet-pair (EBBP), to estimate bot-
tleneck bandwidth along the path. Our algorithm is based
on Bolot’s equation [6], [5], but we use OWDs instead of
round trip delays to avoid the problem of asymmetric path.
Previous works [16], [10] which measured OWDs had prob-
lems about clock difference and clock skew between each
machine. Every host in our measurement uses GPS re-
ceiver to avoid such problems. Then we make phase plot
graph from measured OWD, extract only useful samples,
quantize extracted samples, and calculate intercept of phase
plot graph by finding the closely clustered line. Finally, we
can estimate bottleneck bandwidth of the path from known
intercept and Bolot’s equation. We also discuss changes
in transmission rate to receive desired detectable range of
bandwidth.

The remainder of the paper is organized as follows. Sec-
tion 2 summarizes the basis in packet-pair model, also in-
cluding the previous work on bottleneck bandwidth estima-
tion. Section 3 describes RIPE’s Test Traffic Measurement
system. Section 4 presents a scheme for estimating bottle-
neck bandwidth. Section 5 shows results from our measure-
ment. There are delay measurement and bottleneck band-
width estimation from some pairs of participated hosts. Fi-
nally, we conclude this paper in section 6 and describe fu-
ture works in section 7.

2. Packet-pair model

According to previous works [6], [5], [13], [16], [7],
[10], packet-pair model has been used to estimate bottle-
neck bandwidth. This model may be the most popular
measurement algorithm today because there are many tools
that were developed by this concept and we can measure
traffic by active and/or passive method. This model finds
the difference in arrival times of two packets of the same
size traveling from the same source to the same destina-
tion. If two packets are sent close enough together in time
to cause two packets to queue together at the bottleneck
link (t} — t? < s/By; variable definition is shown in Ta-
ble 1), then two packets will arrive at the destination with
the same spacing as when they exited the bottleneck link
(t), —th =tl , — 9, ,; if there are n links along the path).
The concept of packet-pair model is shown in Fig. 1 (re-
produced from [14]). Therefore, we can estimate bottle-
neck bandwidth by using equation 1. Recent work [8] uses

a number of packet-pairs, calculates bottleneck bandwidth
according to equation 1, and estimates possible bottelneck
bandwidth from distribution of calculated bottleneck band-
width.
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Figure 1. Packet-pair model
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Table 1. Variable definition
variable | definition
s size of packet (bits)
By bottleneck bandwidth (bits/second)
th time when packet k fully arrives at link { (sec)
0 transmission interval (second)

There is an assumption in the packet-pair model that
transmission delay is linear with respect to packet size and
that routers are store-and-forward. Another assumption is
that the bottleneck router uses FIFO-queuing. If the router
uses fair queuing, then packet-pair measures the available
bandwidth of the bottleneck link. The advantages of packet-
pair over the other techniques are that it measures the true
bandwidth of the network (unlike throughput?), it does not
cause packet loss, and it does not require many packet
round trips to work or send massive amounts of data (unlike
pathchar [11]). On the other hand, there are some of the
key problems with current packet-pair algorithm: queuing
failure, competing traffic, dropped probe packet, and down-
stream congestion. We can use filtering method or other
techniques to deal with such problems.

2.1. Bolot’s technique

Bolot [6], [5] uses the measured round trip delays of
small UDP probe packets (s = 32 x 8 hits) sent at regu-
lar time intervals (6 = 8, 20, 50, 100, 200, and 500 ms) to

1Throughput is the amount of data that a transport protocol like TCP
can transfer per unit of time.




analyze the end-to-end packet delay and loss behavior in the
Internet. He lets the source host be the same as the destina-
tion host to avoid clock difference between two machines.
Then he compares the RTTs of adjacent packets from a se-
quence sent at regular intervals. The RTTs of successive
packets are plotted against each other (t£ vs k1), called
phase plot graph. After that he analyzes measured delays
and estimates bottleneck bandwidth.

Large value of § is used for light load situation (equation
2). €, is a random process with mean 0 and low variance.
The point in the phase plane should be scattered around the
diagonal (the line rtt,, 1 = rtt,). On the other hand, small
value of ¢ is used for heavy load situation (equation 3). he
estimated bottleneck bandwidth from calculated intercept
(0 — s/ By) of phase plot graph.

Light load:
Heavy load:

rttpy1 = 1ty + €n 2
rttpe1 = rttp,— (6 —5/Bp)  (3)

2.2. Huang'stechnique

Huang’s algorithm [10] is mainly based on Bolot. He
proposed technique to find the intercept from phase plot
graph. The step of algorithm is: (1) extracting packets at
the upper-right part of the graph by using twice the min-
imum delay as threshold in extraction; (2) quantizing ex-
tracted samples; and (3) estimating the intercept by finding
a line where many markers concentrate in. In his work, us-
ing OWDs instead of RTTs leads to the possibility of de-
crease in cross traffics.

3. Measurement system

Since 1997, Reseaux IP Europeen Network Coordination
Center (RIPE NCC) has been operating a system called Test
Traffic Measurements (TTM) [1] for measuring OWD. TTM
is an active measurement system, which has implemented
the IPPM one-way delay [3] and one-way loss [4] metrics
to perform independent measurements of connectivity pa-
rameters in the Internet. In TTM, active probe packets con-
taining timestamps are sent from a dedicated measurement
PC running FreeBSD operating system on the source net-
work to a similar PC on the destination network. The TTM
system is illustrated in Fig. 2. A measurement host is con-
nected 0 hop away from (or, if that is not feasible, as close
as possible to) the border router of each participating site.
By connecting the host 0 hop away from the border router,
we exclude effects of the internal network from our mea-
surements. Each delay measurement is accompanied by a
determination of the path between the two locations using
a tool like traceroute. A traceroute between each pair of

machines is done approximately 10 times an hour or on av-
erage every 6 minutes.

Border
Router

Border
Router

Test Machine A

Test Machine B

Figure 2. Experimental network environment

The Global Positioning System (GPS), a satellite navi-
gation system developed by the US Department of Defense,
is used to avoid clock difference and clock skew between
source and destination. The GPS system consists of 24
satellites that continuously broadcast a time- and position-
signal. From these signals, a receiver can calculate its po-
sition and extract a clock-signal with an accuracy of about
100 ns. GPS also has the additional advantages that the sig-
nals are available everywhere on the earth, and that the re-
ceivers are relatively cheap and can automatically run with-
out operator control. The GPS antenna used in our work is a
Trimble Acutime 2000 [2] (Fig. 3). It generates a pulse-per-
second (PPS) output synchronized to Coordinated Univer-
sal Time (UTC) within 50 ns (one sigma), outputs a timing
packet for each pulse. The value of the clock counter in
our machine will be synchronized to the time from the GPS
system with an accuracy of several us. Without GPS sys-
tem, the previous works [16], [10] have accuracy only in the
scale of ms.

Figure 3. Acutime 2000 (GPS receiver)

We have joined with RIPE’s TTM project and per-
form delay and loss measurement from a host at Sezaki
laboratory (Tokyo, Japan) to the other hosts in Europe
(Netherlands, Sweden, Germany, Denmark, United King-
dom, France, Belgium, Austria, etc.) and USA (New York,
California, Texas, Denver, Colorado, etc.). The probe pack-
ets are 128 bytes long, and contain a UDP frame with desti-
nation port 6000, and a UDP payload of 100 bytes (header
length is 28 bytes). This is the TTM system Type-P defini-
tion for the Type-P-One-way-Delay metric framework.

The transmission interval between two consecutive pack-
ets has been randomized according to a Poisson distribu-



tion. This prevents the synchronization of the test-traffic
with other events on the Internet. The Poisson scheduling
process is run once for each pair of machines for the entire
measurement interval. The receiving program is based on
the Berkeley Packet Filter software (BPF). BPF provides a
raw interface to the data-link layer and can access the pack-
ets as soon as they are released to the O/S by the Ethernet
interface.

4. Bottleneck bandwidth estimation
4.1. Methodology

Based on timestamp field, OWD is measured by subtract-
ing arrival time from transmission time. After that we con-
sider network characteristics from measured delay, loss and
traceroute’s data. Next bottleneck bandwidth is estimated
by using EBBP, an algorithm based on Bolot [6], [5] and
Huang [10]. According to equation 3, small value of ¢ (20,
50, and 100 ms) is used for heavy load situation in which
packet-pair phenomenon occurs. We make OWD phase plot
graph as shown in Fig. 11 (OW D,,+; vs OW D,;), and try
to find the intercept (§ — s/By). Because we know s and 4,
therefore we can calculate By, bottleneck bandwidth. From
derived By, we can do reverse calculation, i.e. calculate in-
tercept for other values of transmission interval (4).

We try to find the intercept from phase plot graph by
using the EBBP algorithm. The detail of EBBP algorithm is
as follows.

1. Extract useful samples by choosing packets from per-
centile 5" to percentile 95", Packet-pair phenomenon
may not occur in the case of low delay because trans-
mission interval is too large. On the other hand, the
cause of high delay may be cross traffics between the
pair of probe packets.

2. Quantize extracted samples for ease in finding inter-
cept. We use 0.1 ms as quantization level (¢). The
reason for using 0.1 ms as quantization level is ex-
plained in section 5.2. The quantization graph is shown
in Fig. 4.

3. Calculate the number of quantized samples for each
quantization level (each small square box in Fig. 4).
The value of each point Q(z’,y’) is added by 1, if we
find one point within (2’ + ¢/2,y' £ q/2).

Q(xlayl) = Q(xlayl)+1a
VP(z,y) € (' £q/2,¥ +q/2) 4)

4. Because valid samples should be closely clustered
around the correct values, while incorrect samples

diagonal (k)
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Figure 4. Quantization graph

should not be clustered around any one value. There-
fore we estimate the intercept by finding a line where
many markers concentrate in. We have already known
the slope of that line, then we just need to detect the
intercept. We use a metric A shown in equation 5.

k+2 k=2
degonal Z diagonal (j
Jj=k—1
()
end
diagonal (k) = Z QU +k,j) (6)
§=0

The diagonal(k) (equation 6) is the sum of all points
in the k' diagonal from main diagonal. By calculat-
ing the absolute value of the difference between two
sides of diagonal(k), we obtain a metric relative to
the intercept k as in equation 5. If A becomes large
at k, it means the difference of number of markers be-
tween upper-left side and lower-right side of the graph
is large. It is a possible intercept candidate. Therefore,
the intercept should be &, when A achieves maximum

(Fig. 5).

Metric Avs_Intercept

Metric

Intercept

Figure 5. Metric A vs x-coordinate intercept

5. Rewrite Bolot’s equation (equation 3) by substituing

OWD for RTT (equation 7).



(0 —5/Bs) ()

Thus, bottleneck bandwidth can be estimated from de-
rived intercept by using equation 8.

owd, 41 = owd,, —

k = (S—S/Bb
By, = s/(6-k) (8)

4.2. Detectable range of bandwidth

The purpose of this section is to answer the following
question — Which transmission rate is the most suitable for
bandwidth estimation? This is an important question for ac-
tive measurement because if packets are sent with high rate,
they will disturb network and estimation will be invalid. In
order to answer this question, let’s consider equation 7. The
magnitude of intercept must be more than zero. Equation
can be proved as follows.

o — > 0

S
By
S S
R By
B, > R ©)

s
b
o >

>

Denote average transmission rate as R, which equals to
packet size divided by transmission interval. From equa-
tion 9, transmission rate should be smaller than bottleneck
bandwidth (R < By). It means that the range of detectable
bottleneck bandwidth is limited by the shade zone in Fig. 6,
i.e. we can detect only bandwidht which is more than trans-
mission rate.

Bandwi dt h (bps)

Det ect abl e
range
Transm ssi on
rate (bps)

Figure 6. Detectable range of bottleneck
bandwidth

Let’s consider parameter R in detail. Transmission rate
(R) depends on two variables: packet size (s) and transmis-
sion interval (9).

e If value of R is small, the detectable range will be
large. This condition can be achieved by using small
s and/or large 6. This is desired condition because de-
tectable range is large (i.e. we can detect low band-
width link) and low rate probe packets do not disturb
other traffics in the network. But packet-pair phe-
nomenon may not occur, if probe packet is sent with
too low rate.

e If value of R is large, the detectable range will be
small. This condition can be achieved by using large
s and/or small 6. We can assure that packet-pair phe-
nomenon occurs with high rate probe packets. But this
condition is not desirable because we cannot detect low
(narrow) bandwidth link.

In order to obtain large detectable range of bottleneck
bandwidth, we should decrease transmission rate as low as
we assure that packet-pair phenomenon still occurs.

5. Results
5.1. Delay consideration

First, we show measured delay from one pair of partic-
ipated machines. It is OWD measurement from a host in
USA to a host in Europe. Figure 7 and 8 show OWD vs
time (also the number of hops in the same graph) on May
28, 2002 (one-day data) and May 22-28, 2002 (one-week
data) respectively. OWD is smooth in Fig. 7 except loss
between 10:00-11:00. Regarding one-week data in Fig. 8,
change in delay came out on the night of May 24", the
number of hops also changes in that time. Change in the
routing vectors can often be used to explain why the me-
dian delay between two points suddenly changes.

Figure 9 is OWD measurement from a host in Europe to
a host in our laboratory (Tokyo, Japan) on September 20,
2002. From both left and right graph, OWD can be distin-
guished into three different values. Rerouting is one of the
reasons of changes in delay. Therefore, we can use OWD in
detecting path rerouting.

The next result is OWD measurement between two hosts
at the same time. OWD was measured between a host in our
laboratory (Tokyo, Japan) and a host in Europe on August
23, 2002. OWD was compared for each direction: uplink
and downlink (Fig. 10). On August 23"¢, the number of
hops for uplink path is 28 hops, while the number of hops
for downlink path is 25 hops. Different number of hops
refers to different route (average OWD for each direction
is different as well); hence, this route is asymmetric route.
This result aligns with traceroute’s data. We can prove that
all of Internet path is not symmetrical route as widely be-
lieved. Asymmetrical route is one of the problems for RTT
measurement.
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Figure 7. OWD vs time on May 28, 2002 (the
upper line is the number of hopsx10)
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Figure 8. OWD vs time on May 22-28, 2002 (the
upper line is the number of hopsx10)
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Figure 9. OWD on September 20, 2000: (left)

OWD vs packet number; (right) OWD phase
plot graph
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Figure 10. OWD vs time (the upper line is the
number of hopsx10): (left) uplink path; (right)
downlink path

5.2. Bottleneck bandwidth estimation

We performed OWD measurement between a host in our
laboratory (Tokyo, Japan) and a host in Europe to estimate
bottleneck bandwidth by using fixed size probe packet (s
= 128 bytes); therefore, transmission rate depends only on
transmission interval. Three measurements were held on
September 20, 2002 in accordance with three average trans-
mission intervals (4): 20, 50, and 100 ms, in other words,
three transmission rates (R): 50, 20, and 10 kbps respec-
tively. Henceforth, we will mention transmission rate in-
stead of transmission interval. 10-kbps, 20-kbps, and 50-
kbps rates were sent at 14:00-15:00 GMT, 10:00-12:00
GMT, and 00:00-01:00 GMT respectively. OWD phase plot
graph for each transmission rate is shown in Fig. 11, Fig. 12,
and Fig. 13.

The results of bottleneck bandwidth estimation are
shown in table 2. The first column is characteristics for each
measurement. R refers to transmission rate; time refers to
the range of time that the experiment was done; N refers
to number of probe packets; ¢ refers to average transmis-
sion interval; owd refers to average one-way delay; & refers
to intercept of phase plot graph; and B; refers to estimated
bottleneck bandwidth. 10-kbps, 20-kbps, and 50-kbps rates
are approximate value, the exact value is shown at the first
row of the table. Since the samples of 50-kbps rate are
much more than other measurements (over 160,000 sam-
ples), data is divided equally into two groups (30 minutes
each group) in order to reduce analysis time. The others
(10-kbps and 20-kbps rate) are one-hour measurement. Al-
though we measure the same route, each bottleneck band-
width estimation yields unequal rate. As mentioned in sec-
tion 4.2, the lower the transmission rate, the lower the band-
width is detectable. In addition, detectable bandwidth is al-
ways more than transmission rate. All of estimated values
in table 2 are greater than transmission rate insignificantly,
this implies that this route has very low bottleneck band-
width.
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Figure 11. OWD phase plot graph for 10-kbps
transmission rate
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Figure 12. OWD phase plot graph for 20-kbps
transmission rate
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Figure 13. OWD phase plot graph for 50-kbps
transmission rate

Table 2. Bottleneck bandwidth estimation

R (kbps) 1017 || 19.72 | 4756 | 49.21
perios (hours) 1 1 0.5 0.5
N (packets) || 35,348 || 68,531 || 83,376 | 83,376
§ (ms) 100.65 || 51.92 || 21.53 | 20.81
owd (ms) 131.70 || 131.51 || 131.20 | 131.20
k (ms) -0.1 -0.1 02 | -02
By, (kbps) 10.18 || 19.76 || 48.01 | 49.68

Table 3 shows bottleneck bandwidth estimation for 20-
kbps rate by varying the period of measurement. We ana-
lyze 2-hour (column 2), 1-hour (column 3,4), and 30-minute
(column 5) data. All of the periods yield the same result.
Thus, dividing data into small groups can reduce cost of
time in analysis, while it does not have significant effect on
the estimated value.

Table 3. Bottleneck bandwidth estimation:
varying the period of measurement

period (hours) 2 1 1 0.5
R (kbps) 19.16 || 19.72 || 19.72 | 19.72
N (packets) 137,062 || 68,531 || 68,531 | 34,575
8 (ms) 5222 || 51.92 || 51.92 | 51.92
owd (ms) 13155 || 131.51 || 131.59 | 131.47

k (ms) -0.1 -0.1 -0.1 -0.1
By, (kbps) 19.65 || 19.76 || 19.76 | 19.76

In section 4.1, 0.1 ms is chosen as quantization level
(¢). Here, we change ¢ to be 0.05 ms and analyze the data
again. Both 0.1 and 0.05 ms give the same result (see Table
4). Of course, 0.05 ms level uses more analysis time than
0.1 ms level. 0.1 ms is small enough to give accurate result.
Therefore, 0.1 ms is set as quantization level in our EBBP
algorithm.

Table 4. Bottleneck bandwidth estimation:
varying quantization level

q (ms) 0.1 0.05 0.1 0.05
R (kbps) 10.17 | 1017 || 19.72 | 19.72
perios (hours) 1 1 0.5 0.5
N (packets) || 35,348 | 35,348 || 34,575 | 34,575
& (ms) 100.65 | 100.65 || 51.92 | 51.92
owd (ms) 131.70 | 131.70 || 131.47 | 131.47
k (ms) -0.1 -0.1 -0.1 -0.1
By, (kbps) 10.18 | 10.18 || 19.76 | 19.76

6. Conclusion

This paper discussed network measurement techniques
emphasized on packet-pair model. There are many methods
in measuring traffic: active/passive measurement, round-
trip/one-way measurement. Each method has its own ad-
vantages and disadvantages. The best method depends
on measuring metrics, network environments, application



tools, and several conditions in measurement. We used one-
way delay and loss measurement with GPS’s time synchro-
nization, which yielded adequate precision in measuring
OWD. We proposed Estimating Bottleneck Bandwidth us-
ing Packet-pair (EBBP) algorithm, which based on Bolot’s
and Huang’s algorithm and discussed how to choose trans-
mission rate and detectable range of bottleneck bandwidth.
EBBP algorithm has limit in detectable range of bandwidth
according to transmission rate. Transmission rate can be
changed to receive desired detectable range. Results of bot-
tleneck bandwidth estimation were shown by varying some
parameters, i.e. transmission rate, the period of measure-
ment, and quantization level. After that, we concluded the
results of each parameter. Analyzing delay and loss gave
many useful informations for general users and network op-
erators such as bottleneck bandwidth, path rerouting, path
asymmetry, and so on.

7. Futureworks

Hitherto, our work has been done by using measurement
data from only 4-5 hosts (2-3 pairs) in Japan, Europe, and
USA. Whereas, there are approximately 50 nodes partici-
pated in RIPE TTM project. Hence we plan to use data
from several hosts for analysis by setting a host in our labo-
ratory (Tokyo, Japan) to be a main host and choose partners
from other participated hosts both in Europe and USA.

As mentioned above, path rerouting can be detected from
changes in delay. We plan to propose path rerouting detec-
tion algorithm based on OWD variation to study rerouting
characteristic in the Internet. In addition, it is believed that
path rerouting often occurs in USA; we also plan to investi-
gate the route in USA.
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